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Abstract

Linear Wireless Sensor Networks (LWSNs) are used in applications where
deployment scenarios necessitate sensor nodes to be placed over a line topol-
ogy. However, such a deployment raises reliability concerns because almost
all the nodes in the network are critical with respect to the survivability of
the LWSN. It is possible that an LWSN can stay connected even if a subset
of the nodes are eliminated, yet, the potential reduction in Network Life-
time (NL) due to such an occurrence can be significant. In this study, after
presenting a concise survey of the literature on LWSN reliability, we present
an elaborate optimization framework to model the operation of an LWSN,
which is built upon a comprehensive system model. Our framework encom-
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passes three transmission power and packet size assignment strategies, which
are instrumental in characterizing LWSN behavior. Furthermore, we utilized
two-node failure models (i.e., random and coordinated) to assess the vulner-
ability of LWSNs from multiple perspectives. The results of this study reveal
that the impact of coordinated node failures on NL is more severe than the
impact of random node failures to such extent that in strongly connected
LWSNs, the percentage decrease in NL due to coordinated node failures can
be more than a magnitude higher than the NL decrease due to random node
failures.

Keywords: linear wireless sensor networks, reliability, cascaded failures,
network lifetime optimization, data packet size, transmission power level

1. Introduction

The vision for employing a system comprised of networked sensing de-
vices, which are currently known as Wireless Sensor Networks (WSNs), for
monitoring and surveillance of a predetermined geographic area has been
utilized for more than half a century. Indeed, the armed forces of the USA
have experimented with an early version of WSNs during the Vietnam con-
flict (i.e., Operation Igloo White) [I]. However, the most intense phase of
research and development on WSNs has begun at the dawn of the third
millennium [2]. Since then, WSN technology has taken a rapid pace, and
currently, deployment of WSNs for a wide range of use cases is a common
occurrence [3, 4, [5].

Among many deployment scenarios and topologies, linear topology WSN
deployments (i.e., the network is not linear, but the topology is) constitute a
particularly important type of WSNs, known as Linear WSNs (LWSNs) [6].
In fact, LWSNs have a wide range of application areas, such as monitoring
and surveillance for oil, gas, and water pipelines [7]. An analysis of the most
fatal oil and gas pipeline accidents in history has revealed that a critical por-
tion of such accidents could have been prevented by proper monitoring of the
pipelines [§] (perhaps through the deployment of LWSNs). Border surveil-
lance, railroad monitoring, and historic site monitoring are also among the
application areas of LWSNs [9]. Although for most of these deployments,
LWSNs do not strictly form straight lines along with the whole deployment,
in a significant portion of the deployment, sensor nodes are deployed, at least,
roughly, along a straight line [10]. Hence, analyzing a line network, which rep-
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Table 1: Symbols/Acronyms, descriptions, and values (where relevant).

Sym/Acr | Description (Value) Sym/Acr | Description (Value)
di; distance between node-i and node-j Pij path-loss between node-i and node-j (m)
dy reference distance (1 m) by reference path-loss (55 dB)
Xo shadowing term (dB) 4 standard deviation of the shadowing term (dB)
@ path-loss exponent P, noise power (~ -120 dBm)
P power consumption for TPL-I (mW) P output power at TPL-/ (dBm)
P, power consumption for reception (69 mW) P received signal power at node-j (dBm)
X g SNR of the signal received at node-j (dB) pf‘s(n) probability of successfully receiving an n-byte packet
pf'y/ (n) PER d,’f'”‘s two-way successful handshake probability
n packet size (generic) nm data packet size (bytes)
N4 ACK packet size (12 bytes) EL(n™) | energy cons. for an n™-byte packet transmission (J)
Tix(n™) | duration of transmission (s) ¢ channel rate (250 kbps)
Th, time slot duration (s) Tyra guard time (100 us)
Torp max. propagation delay (100 us) Eg‘g(n’") transmitter’s energy dissipation for a handshake (.J)
Al retransmission rate ElFm transmitter’s average energy diss. for a handshake (J)
Ep data processing energy dissip. (E} = 0.1055n) pJ) EHSs rec s energy diss. for a successful handshake (J)
ENSS receiver energy diss. for a failed handshake (J) Ekm, receiver’s average energy diss. for a handshake (J)
|4 set of all nodes w set of sensor nodes
G graph representation of the network (4,7) link from node-i to node-j
A set of links (arcs) ﬂjk”' number of packets flowing from node-i to node-j
Sy, TPL set S DPS set (Sy = {28, 32, 38,48, 68, 128} bytes)
Nyna number of rounds Trna round duration (20 s)
Si data generated at each round (120 bytes) nh payload size of a data packet (bytes)
N header size of a data packet (8 bytes) Tpa time spent for data acquisition at each round (5 ms)
Ty e total time spent when not in sleep mode (s) Py, power consumption in sleep mode (3 W)
Epa data acquisition energy (57 pJ) e initial battery energy of each sensor node (15 kJ)
Lo interference matrix P, interference threshold (~-125 dBm)
Ao binary indicator variable used for NetPS M a large number
lij optimal data TPL on link (i, j) for LnkPS kji optimal ACK TPL on link (7,4) for LnkPS
mij optimal DPS on link (4, j) for LnkPS ¥ size of the set of failed nodes
LWSN linear wireless sensor network QoS quality-of-service
NL network lifetime TPL transmission power level
DPS data packet size ACK acknowledgment (packet or operation)
PE propagation environment LnkPS link-level TPL and DPS optimization strategy
NetPS network-level TPL and DPS optimization strategy FixPS highest TPL and lowest DPS assignment strategy
RNF random node failure model CNF coordinated node failure model
MIP mixed integer programming IND inter-node distance
SNR signal-to-noise ratio PER packet error rate

resents an LWSN deployment, is a sensible and plausible approach. For the
convenience of the reader, notations/symbols/acronyms we use throughout
the paper, along with the parameter values, where applicable, are presented
in Table [1I

One of the most important Quality-of-Service (QoS) metrics for WSNs
is Network Lifetime (NL) [I1, 12, 13]. In fact, maximizing NL has been
the most intensively investigated performance metric in WSN literature [14]
15, 16]. Transmission Power level (TPL) assignment and Data Packet Size
(DPS) assignment are two effective means to reduce the energy waste in
WSNs 17, 18, 19 20, 21] (among others). The objective in TPL assign-
ment is to assign the optimal TPL to a transmitter so that either utilizing
an unnecessarily high TPL on a low path-loss channel or employing an in-
adequately low TPL on a high path-loss channel are both avoided [22] 20].
By the same token, using a lower DPS on a high path-loss channel reduces
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the probability of retransmissions, while utilizing a higher DPS on a low
path-loss channel is generally preferable [19]. Joint optimization of TPL and
DPS is an approach that significantly prolongs NL [23]. Furthermore, there
are two general joint optimization categories: (i) network-level and (ii) link-
level. In the network-level approach, a single optimized TPL and a single
optimized DPS are adopted throughout the network on all links, whereas, in
the link-level approach, optimal TPL and DPS are determined for each link
in the network individually. Although the network-level approach is more
convenient than the link-level approach from an operational point of view,
the link-level approach has the potential to avoid energy waste that can be
introduced by the network-level approach. Nevertheless, the efficiency of
joint optimization strategies is dependent on the network topology as well as
the propagation environment, among other factors [24].

It can be argued that recharging or replacing the batteries of sensor nodes
can be a viable alternative to extend the network lifetime for some applica-
tions of LWSNs. However, in some other applications of LWSNs powering
the sensor nodes by batteries has certain advantages also. For example,
considerably long segments of gas pipelines are deployed over terrains (e.g.,
mountain ranges) that are not accessible during the winter months due to
harsh weather conditions. Therefore, replacing the batteries in such deploy-
ments of LWSNs is not possible or extremely challenging for considerably
long time periods.

Reliability assessment of WSNs is as essential as providing QoS, espe-
cially for WSNs utilized to monitor critical infrastructures such as natu-
ral gas or oil pipelines [25]. In fact, large-scale LWSN deployments are
frequently employed for critical or strategic infrastructure monitoring and
surveillance [26]. The definition of a reliable LWSN varies according to the
objective [27, 28, 29]; however, connectivity, arguably, is the most fundamen-
tal reliability metric.

It can be argued that the extent of NL decrease due to a small set of
randomly selected nodes is not too high, on average; however, the reduction
of NL by a specifically selected set of critical nodes can be disproportion-
ately high [30, [3I]. Nevertheless, a holistic analysis of LWSN reliability for
both network-level and link-level joint TPL and DPS optimization strategies
is necessary for sufficient characterization of overall system behavior. For
this purpose, we adopted a Mixed Integer Programming (MIP) approach to
determine the maximum NL of the LWSN under consideration [32]. Further-
more, we adopted two different strategies to model cascaded random node

4
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failures and coordinated node failures. Both of the aforementioned strategies

are utilized in conjunction with the MIP model. We adopted three Prop-

agation Environments (PE) based on actual field measurements to model

various path-loss conditions [33]. The physical layer model, which we built

our models upon, is adapted from a commonly employed WSN platform [34].
Our main contributions in this study are fourfold:

1. To give a broad perspective, we present a concise and focused survey
of the literature on all dimensions of our work.

2. We present three TPL and DPS assignment strategies to character-
ize the NL of LWSNs. Joint optimization of TPL and DPS for NL
maximization in LWSNs has never been reported in the literature.

3. To assess the reliability of LWSNs operating under optimal conditions
from the NL maximization perspective, we present two different node
failure models (i.e., random and coordinated failures), which is also one
of our novel contributions.

4. We performed extensive analysis spanning a large parameter space
through numerical evaluations of the MIP models to characterize the re-

liability of LWSNs employing three TPL and DPS optimization/assignment

strategies subject to two-node failure models and three PEs.

The rest of the paper is organized as follows. A concise survey of the re-
lated literature is provided in Section 2] Readers familiar with the topics sur-
veyed in Section 2 can skip the first four subsections and read subsection [2.5],
where we state the differences of our study from the existing literature. The
system model is presented in Section [3] The results of our analyses are given
in Section 4] Conclusions of this study are drawn in Section

2. A Concise Overview of the Literature

There are four partially overlapping axes of the literature that we need to
review to distinguish our work from the rest of the related studies in the lit-
erature. In subsection 2.1 we provide a review of LWSNs. In subsection [2.2]
we present an overview of LWSN reliability. In subsection [2.3] we explore
the situations, which result in premature depletion of node energy in WSNs.
In subsection , we explore the literature on TPL and/or DPS assignment
strategies. The novelty of our work compared to the existing literature and
the gap in the literature that we fill with this study are highlighted in sub-
section There are many survey/review papers on all axes of the review

5
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we present in this section [33], B, 4, [14], 32 26 35 25, [6l, 10} [7, O 18]. There-
fore, this overview section is not intended as an alternative to the existing
survey /review papers. Instead, our objective is to present the studies in the
literature, which are most related to our study. We also include the most re-
cent studies, which are not covered in other survey /review papers. Therefore,
this section is intended to complement the existing survey/review papers in
the literature. Furthermore, the overview presented in this section is not
created as a comprehensive survey /overview of the literature.

2.1. LWSNs

There are various survey/overview papers on LWSNs in literature [36]
37, 16, 10, [7, 9). In [36], a qualitative comparative assessment of various as-
pects of LWSN for pipeline infrastructure is presented. A conceptual design
framework for LWSNs which can be utilized for monitoring the critical and
essential infrastructures of pipelines carrying oil, gas, and water is also elab-
orated. In [37], application scenarios for LWSNs are explored, a taxonomy of
LWSNs by considering topology and hierarchy aspects is provided, and future
research directions are discussed. In [6], an overview of applications, require-
ments, and features of LWSNs is presented. Furthermore, two taxonomies
based on topology and hierarchy are created. In [10], a novel taxonomy of
leak detection methods is presented. Moreover, WSN-based leak detection
approaches are surveyed. It is argued that WSNs, in general, and LWSNs, in
particular, provide monitoring services that have significant roles in the oil
and gas industry not only to preserve the process quality but also to prevent
possible environmental hazards. In [7], a comprehensive survey of WSNs in
the oil and gas industry is presented; which, inherently covers applications
of LWSNs in certain scenarios. Requirements, taxonomy, recent advances,
and open research challenges are also addressed therein in detail. In [9], an
overview of routing techniques employed by LWSNs is presented using a novel
taxonomy, and a comparative qualitative analysis of the routing techniques
is provided.

In the rest of this subsection, we present selected prominent studies utiliz-
ing LWSNs in chronological order. In [3§], the design, deployment, and exper-
imental evaluation of a WSN architecture for pipeline monitoring (PipeNet)
are presented. Indeed, this is one of the earliest (if not the earliest) experi-
mental LWSN deployments. In [39], a routing approach (Minimum Energy
Relay Routing — MERR) for minimizing total energy dissipation in LSWNs
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is proposed. Both stochastic analysis and simulations reveal that the per-
formance of MERR approaches theoretical bounds. In [40], an approach for
node placement in LWSNs is presented. The goal is to make each node dis-
sipate the same amount of energy at each data collection period, which is
shown to prolong NL significantly. Energy dissipation characteristics with
random node placement are also investigated. In [41], an analysis framework
is presented for the characterization of load distribution over an LWSN by
considering the number of nodes and their spatial distribution. In [42], a
WSN that detects, identifies and localizes problems in pipelines in oilfields
(SWATS) is presented, which is similar in nature to PipeNet. The most im-
portant advantage of SWATS is that it can perform in-network processing
to make inferences based on multi-modal sensing and multi-sensor collabora-
tion. In [43], an optimization strategy to prolong NL of LWSNs via a mobile
sink is proposed, which is shown to elongate NL significantly compared to
the NL of static LWSNs.

In [44], a complete LWSN architecture encompassing the platform de-
sign (i.e., the SimpliMote), networking architecture, data processing block,
and information extraction stage are designed and implemented. Perfor-
mance evaluations through direct experimentation reveal that the mission-
intensive SimpliMote platform outperforms a well-known generic platform
(i.e., Arduino) in terms of energy efficiency, reliability, and timeliness. In [45],
an LWSN-based monitoring system for cathodic protection (i.e., protection
against corrosion) of oil and natural gas pipelines are proposed. In [40],
an interference analysis model for LWSNs, which employ duty-cycling and
pipelined-forwarding protocol, is presented. The model is shown to be in-
strumental in providing guidelines for duty cycle setting to attain the de-
sired performance level. In [47], a Lyapunov-based algorithm that minimizes
packet dropping probability for energy harvesting LWSNs under data queue
stability and quality of monitoring constraints is proposed.

In [48], an integrated local synchronization and relaying approach for
LWSNs is proposed, and its performance is evaluated through simulations.
In [49], a comparative evaluation of LWSN energy minimization through op-
timal node placement and equidistant node placement strategies is presented.
In [50], an LWSN-based water quality monitoring system is proposed. In [51],
an optimal energy allocation approach for LWSNs to monitor intelligent rail-
way systems is proposed. In [52], a modified lion optimization algorithm is
proposed to boost the performance of LWSNs in terms of delay, throughput,
and NL. In [53], the impact of synchronization window and offset /drift mode

7
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selection on the performance of LWSNs are explored through direct exper-
imentation. In [54], the use of implicit confirmation (IACK) in LWSNs to
optimize energy dissipation and delay is analyzed.

2.2. LWSN Reliability

The reliability of LWSNs is a particularly important issue due to the
specific topology of the network, which renders the network extremely vul-
nerable to failures [55]. In this subsection, we overview representative studies
on LWSN reliability.

In [28§], the impact of the failure of a plurality of contiguous nodes on the
sensing loss in LWSNSs is investigated. An analytical model for estimating
sensing loss is created and analyzed under various network and fault scenar-
ios. In [29], an analytical model for providing reliability analysis of LWSNs
is proposed. The model is employed in the creation of periodic maintenance
schedules and in designing robust LWSN structures. In [56], a range of node
failures in LWSNs and their impact on coverage is investigated through an
analytical model. In [57], an analysis framework is presented to rank the
nodes according to their impact on LWSN reliability and identify the most
critical LWSN node to improve network reliability. In [27], an Internet-of-
Things (IoT)-based LWSN architecture is proposed to make data collection
as convenient, rapid, robust, and reliable as possible. In [58, 59], a multi-
valued decision diagram-based analytical model is created and evaluated for
LWSNSs incorporating backbone nodes. More specifically, the efficiency of
the model is demonstrated in the creation of an optimal backbone node al-
location strategy. In [60], comparative evaluations of six LWSN scenarios
based on LoRaWAN are presented to detect black powder in pipelines from
reliability and availability perspectives.

2.3. Abnormal Energy Depletion in WSNs

NL is one of the most important performance metrics of WSNs. Indeed,
awareness of the reasons for premature reduction of WSN NL is a vital relia-
bility concern. In this subsection, we present an overview of the literature on
various threats against WSNs with a target of abnormal NL reduction. The
lessons learned from such cases are invaluable in LWSN reliability assessment.

In [61], vampire attacks are defined, which rapidly drain battery energies
of nodes, thereby distracting data flow within the network. In fact, such
attacks are shown to be devastating and challenging to detect yet can be
conveniently performed. In [30], the impact of eliminating the most critical

8
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node on NL of WSNs is investigated. In [62], a novel battery depletion at-
tack against WSNs (i.e., denial-of-battery attack) is identified and explored
through a mathematical model based on random processes. In [63], a bat-
tery exhaustion attack, which attains abnormal drainage of battery energy
by exploiting Constrained Application Protocol (CoAP), is experimentally
demonstrated. In [31], the impact of coordinated multiple critical node fail-
ures on NL of WSNs is investigated. In [64], a survey of attacks targeting
energy provisioning in WSNs is presented, and the effects of such attacks
on NL are investigated. Furthermore, a novel countermeasure against these
attacks is proposed and evaluated.

In [65], an approach for proactively identifying critical nodes in a net-
work and installing backup nodes to mitigate the effects of eliminating iden-
tified critical nodes is proposed. In [35], a survey of power analysis attacks
in WSNs is presented. In [66], an efficient detection and isolation mecha-
nism against various attacks, including denial-of-sleep attacks, is presented.
Jamming mechanisms can be used to perform denial-of-sleep, especially in
time-synchronized and channel hopping enabled networks. In [67], jamming
attacks against IoT networks for preventing communications is investigated.
In [68], a systematic overview of energy depletion attacks against the energy-
constrained devices in IoT networks is presented. In [69], an efficient mech-
anism to counter the energy depletion attacks in wireless networks, where
communication and power transfer occurs simultaneously, is proposed. The
burden of providing energy is designated to be the responsibility of the en-
tity making the networking requests (i.e., power-positive networking). In [70],
two novel reliability metrics are introduced for overall reliability and instan-
taneous reliability in WSNs. Furthermore, an efficient design methodology
with three stages is proposed to improve reliability.

2.4. TPL and/or DPS Assignment in WSNs

The literature on TPL and/or DPS optimization/assignment in WSNs
is extensive. Therefore, it is beyond the scope of this paper to present a
comprehensive survey of these areas. We refer the interested readers to the
survey papers and papers with extensive literature review content on these
areas [71], 20, 23, [32], [14], (72, 19, I8, 17, [73, [74] [75], 24 [76, [77, (78, [79, [80l, 1],
82, 21, R3]. However, we provide a review of recent and most related papers
in this subsection.
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2.4.1. Transmission Power Optimization
In [71], a lightweight algorithm for transmission power optimization (ATPC)

for WSNss is proposed based on dynamic pairwise TPL adjustment. The per-
formance of ATPC is evaluated through extensive field experiments, which
confirm its efficiency and robustness. In [20], a TPL optimization framework
for WSNs, which considers the reliability of both data and Acknowledgment
(ACK) packets, is proposed, and various link-level and network-level opti-
mization strategies are investigated. In [72], an optimization model for joint
TPL assignment, mobility path selection, and data flow optimization for
WSNs with multiple mobile base stations is proposed and evaluated. In [76],
an opportunistic routing scheme for energy harvesting WSNs (ORDTP) is
proposed, which accurately estimates the required TPL and dynamically con-
figures the relay node-set. In [78], the modified fixed-step (MFS) distributed
power control technique is presented, and its performance evaluation along
with five other distributed power control algorithms is provided. In [77], a
joint power control and routing scheme (PCOR), for energy harvesting WSNs
is proposed, and the efficiency of PCOR is evaluated through simulations and
experimental analysis. In [79], an adaptive radio and TPL selection system
(ARTPoS) is presented, which supports multiple radio technologies at a single
node and reveals the shortcomings of the one-radio-fits-all approach through
testbed experiments. In [82], the design, implementation, and experimental
evaluation of an adaptive and distributed TPL control and routing topology
optimization mechanism (PC-RPL) is presented. It is argued in [21] that for
low-power RF transceivers reducing TPL does not lead to significant energy
savings, especially in large-scale WSNs.

2.4.2. Packet Size Optimization

In [74], the role of DPS in the energy efficiency of medium access protocols
in WSNs is investigated through testbed experiments, and it is confirmed that
there is an intermediate DPS representing the optimal choice for balanced
energy dissipation and communication reliability. In [75], the impact of DPS
on throughput in network coding-enabled wireless networks is investigated,
and the optimal DPS maximizing network throughput for various scenarios
is derived. In [73], the optimal DPS and inter-node distance to maximize NL
in WSNs utilized for the smart grid are investigated through an optimiza-
tion formulation. In [80], an experimental study for investigating the effects
of DPS under controlled interference on reliability and energy efficiency of
WSNs is presented, and the tradeoff between energy efficiency and robust-
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ness is unearthed through an extensive set of testbed experiments. In [81],
comparative evaluations of a reactive and a proactive routing protocol for
different DPSs are presented.

2.4.8. Joint TPL and DPS Optimization

In [23], an optimization model based on an empirically verified character-
istic of Mica2 motes is constructed to analyze the impact of TPL and DPS
optimization on NL of WSNs. In [19], a joint optimization framework consid-
ering TPL and DPS in WSNs utilized for monitoring smart grid is presented.
In [I7], an optimization model for NL maximization by joint consideration of
TPL and DPS in underwater acoustic sensor networks is proposed, and the
tradeoffs involving TPL and DPS are investigated. In [24], joint optimization
of DPS and TPL for each link in WSNs is explored, and nine TPL/DPS as-
signment strategies are comparatively evaluated. In [83], the tradeoff between
energy efficiency and reliability in low-power wireless networks is investigated
through a multi-objective optimization framework, where the decision space
consists of DPS, the maximum number of retransmissions, and TPL.

2.5. Original contributions of this study

The closest studies in the literature to this study are [30, BI]. In [30], the
impact of the failure of a randomly selected node on NL is investigated, which
is extended in [31] to the failures of multiple nodes according to random and
coordinated node failure models. However, in neither of these studies, the
effects of node failures on LWSN NL are explored. Furthermore, path-loss
models and energy dissipation models utilized in these studies are not as
realistic as the ones employed in this study. For example, in these studies,
perfect disk-shaped transmission ranges are assumed whereas in this study
we utilized an empirically verified path-loss model. Moreover, data packet
size and transmission power level assignment strategies we investigate in this
study are not considered in [30, [31].

As the aforementioned literature survey revealed, many aspects of LWSNs
regarding reliability and system optimization have already been investigated.
However, the reliability of LWSNs utilizing TPL and DPS optimization under
cascaded random and coordinated node failures has never been investigated
systematically in the literature from the perspective of NL maximization,
which, considering the particularly vulnerable topology of LWSNs, is an im-
portant problem and comprehensively addressed in this study.
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2 3. System Model

330 We present our system model in this section, which is inspired by and
s built upon many studies in the literature [22, 24], 23] 17, [19] [72, 20], R3] BT,
s B0, B4, [11), B3], yet, it is a refined and unique synthesis, carefully tailored
;3 to facilitate a clear assessment of the research problems investigated in this
s study.

a5 3.1. QOuerview

336 The main pillars of the system model are as follows

337 1. To be able to perform a realistic assessment of LWSN NL, we adopted

338 empirically verified path-loss models, which are presented in subsec-
339 tion .

340 2. We adopted the characteristics of an existing and widely employed
341 sensor node platform, which is introduced in subsection [3.3]

342 3. We created a detailed energy dissipation model based on the afore-
343 mentioned path-loss model and sensor node platform, elaborated in
344 subsection [3.4]

5 4. To characterize the performances of network-level, link-level, and topology-
346 insensitive TPL and DPS assignment strategies, we designed three op-
347 timization models, which are explained in subsection |3.5

348 5. To assess the effects of node failures on LWSN NL, we introduced two
340 cascaded node failure models (random and coordinated), which are
350 provided in subsection [3.6]

351 6. The system model is based on realistic assumptions and reasonable
352 abstractions; therefore, the performance evaluations we present in this
353 study reveal the best system behavior under idealized yet, realistic
354 operation conditions.

355 7. The system model is created to characterize the system behavior but
356 not to propose a new algorithm/approach to prolong the LWSN NL or
357 reliability. Therefore, comparisons with any heuristic models, poten-
358 tially leading to sub-optimal solutions, are not meaningful when the
350 optimal results are readily available. Hence, the contributions of this
360 study do not include the creation of a new algorithm/technique; in-
361 stead, the contributions are due to the creation of the system model
362 and the characterization of LWSN reliability (in terms of NL) by using
363 the system model under optimal operating conditions.
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We considered an LWSN consisting of a plurality of sensor nodes and
a base station (sink) located at one end of the network. Sensor nodes are
placed along with a line topology equidistantly; however, path-loss values
can be (and most probably are) different due to the statistical nature of the
path-loss model adopted. The LWSN is orchestrated by the base station as
the central controller. All the nodes in the LWSN are time-synchronized,
which enables the nodes to organize the time into constant duration rounds.
We also have guard times (7j,4) in time slots to ease the synchronization
requirements. We assume a TDMA (Time Division Multiple Access) scheme
is in effect. Each sensor node creates the same amount of data at each round
and conveys packetized data towards the sink, either directly or through
other sensor nodes acting as relays. The objective is to maximize LWSN NL
by optimizing data flow and energy dissipation patterns of sensor nodes to
prevent any sensor node from dissipating its battery energy inefficiently.

3.2. Path-Loss Model

We consider a near-ground PE. It is shown that the log-normal shadow-
ing path-loss model is appropriate for such an environment through direct
experimentation [33]. Path-loss between node-i and node-j (separated by
a distance d;;) is denoted by ¢;; and can be calculated (in dB) using the
log-normal shadowing model as follows

d;;
®ij = ¢o + 10adog (d_]> + X, (1)
0

where ¢ is the reference path-loss at the reference distance dy , « is the
path-loss exponent, X, models the shadowing phenomena, which is a Gaus-
sian random variable with A(0, o) distribution, and the total noise power is
denoted by P,,. We utilized three PEs with parameters given in Table [2] [33].
Note that in the ascending order, the PEs get harsher. For example, Prop-
agation Environment 1 (PE1) is the mildest environment, and PE3 is the
harshest environment. The parameters, o and o, depend on the environ-
ment, and they are obtained using empirical analysis.

3.8. Transceiver Model

We adopt the energy dissipation characteristics of the Tmote Sky plat-
form equipped with Chipcon CC2420 transceivers [34]. Eight different power
levels (PA_LEVEL) are reported for the Chipcon CC2420 transceivers (i.e.,
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Table 2: Parameters of the propagation environments.

o o

Propagation Environment 1 | 1.75 | 2.00
Propagation Environment 2 | 2.00 | 2.25
Propagation Environment 3 | 2.25 | 2.50

PA_LEVEL varies from 3 to 31 with an increment of 4). We assume that
PA_LEVEL = 3 corresponds to the minimum TPL (i.e., [ = 1), while PA_LEVEL =
31 corresponds to the maximum TPL (i.e., [ = 8). The output antenna power
(i.e., P2*“!) ranges from -25 dBm to 0 dBm as [ ranges from 1 to 8. Multi-
plying the current consumption in the transmit mode by the supply voltage
of the on-chip voltage regulator (i.e., 3 V nominal) for the CC2420 radios,
we calculate the circuit power consumption at each TPL-l (P!)). TPLs (1),
power dissipation at TPL-l (P},), and output antenna power at TPL-l (P2*"")
are given in Table 3] The power consumption for reception (P,,) is constant,
which is obtained by multiplying the current consumption in the receive mode

by the nominal supply voltage (i.e., 69 mW).

Table 3: TPLs (1), antenna output powers P2 (in dBm), and circuit power consumptions
Pl (in mW) for Tmote Sky motes.

BN
1255 25 ||5]4L7] 5
20207 15 | 6456 -3
30336 10 | 7495 -1
1375 7 |s8[522] 0

3.4. Energy Dissipation Model
The received signal power at node-j due to the transmission from node-¢
at TPL-l (in dBm) is computed as

P = PR — ¢y, (2)

rT,]

The signal-to-noise ratio (SNR) of the signal received at node-j due to the
transmission of node-i at TPL-/ (in dB) is

X4 = Poi; = P (3)

regj
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404

Chipcon CC2420 transceivers use O-QPSK (offset-quadrature phase-shift
keying) for modulation. For this modulation technique, the probability of
receiving a packet of size n bytes without any errors is

ol (n) = (1 —@( %)) , (4)

where Q(.) is the tail distribution function of the standard normal distribu-
tion, ﬁ—g = GplO(O'lxxlij) is the SNR per bit, and Gp = 8 is the processing
gain of the Tmote Sky node platform [I9]. The packet error rate (PER) can

be expressed as
I, l,s
pijf(n) =1- Pij (n)- (5)

In practical wireless communications systems, data exchange occurs through
handshaking (i.e., data packet receptions are acknowledged by ACK packets).
If an ACK packet is not received after a predetermined time (i.e., a timeout
occurs), then the handshake is assumed to be failed. The two-way success-
ful handshake probability, Bffm’s, for an n™-byte data packet transmitted at
TPL-I and an n4-byte ACK packet transmitted at TPL-k is obtained by
multiplying successful reception probabilities of both data and ACK packets

as
lkm,s l,s/ my\ k,s
By = Pij (n )sz’ (na). (6)

Energy consumption for transmission of an n™-byte packet at TPL-[ is
computed as

E;, (") = PLT.(n™), (7)

where T}, (n™) is the duration of an n™-byte packet transmission and calcu-
lated by dividing the packet size to the channel data rate, (.

After an n™-byte packet transmission, the transmitting node-i waits in
the reception mode for a duration of 77, — T}, (n™) until the end of the time

slot allocated for the handshake, which has a duration of 7T7.,. The duration
of a time slot is

slmot = 2Tgrd + Ew(nm) + Tprp + ﬂx(ﬁA)a (8>
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407

where T}, and Tj,4 denote the round-trip propagation delay and the guard
time (for preventing synchronization errors), respectively. The energy dis-
sipation of a data transmitting node is the same whether the ACK packet
is received successfully or not. Hence, the energy dissipation of the data
transmitting node for a successful handshake is

EfS(n™) = E,(n™) + Poo(Tiy — Tia(n™)), (9)

where E! (n™) and P,.(T%, — T (n™)) are the energy consumed in the trans-
mission mode and the reception mode, respectively.

Due to the error-prone nature of the wireless channel, we assume a re-
transmission scheme is in effect. On the average, a handshake operation has
a retransmission rate of

1
N = s (10)

)

In other words, )\ﬁ’;m is the average number of transmissions for ensuring that
an 1"™-byte packet is successfully received at the receiver node-j. Hence,
the average energy dissipation of a data transmitting node for a handshake,
including the energy dissipation for retransmissions, is

Bty = ER + M ER (™), (11)
where E7 is the energy dissipation for data processing.

The energy dissipation of the intended recipient of a data transmission
(node-j) for a successful handshake is due to the reception of data packet,
which costs of P, (T, — Tiz(na)) energy, and the transmission of ACK
packet, which requires of EF (n4) energy. Therefore, the energy consumed at
the receiver during a successful handshake is expressed as follows

EL%*(na) = Ep(na) + Po(Tiy — Tia(na)), (12)

As long as the data packet is received successfully by node-j, the energy
expenditure of node-; does not change even if node-i cannot receive the
ACK packet successfully. However, if node-j cannot receive the data packet
successfully, the receiver node-j would stay in the receiver node for the whole
slot duration. In this case, the energy expenditure of node-j becomes

ENST = p T (13)

slot*
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Therefore, taking the retransmissions into account, the average energy spent
at the data receiving node for handshaking is

B = Bp + g™ |87 BLS (na) +

rT,ji iJ

(14)
p%%nm”ﬁﬁOM>Eg&%UA»+p%%nm)Eg&q_

s

Note that the term )\Z‘“mpﬁj (nm)pf,}f (na) accounts for the failed handshake
case due to the failure of an ACK packet (i.e., the case where a data packet
is successfully received but the ACK packet fails in the reverse direction).

3.5. Optimization Model

We construct an optimization framework to model three TPL and DPS
assignment strategies. In the Link-level TPL and DPS Optimization (LnkPS)
strategy, data and ACK TPLs and DPSs are optimized for all links. In the
Network-level TPL and DPS Optimization (NetPS) strategy, a single set of
optimal data/ACK TPLs and DPS is utilized for all links throughout the
network. In the Fixed highest TPL and lowest DPS assignment (FixPS)
strategy, the highest TPL and the lowest DPS are utilized independently of
the network topology. In fact, these three strategies can be considered as
the generalized abstractions of design ideas employed by TPL and/or DPS
optimization approaches proposed in the literature |11} 84 [71], 20} 23], 72} 19
30, 31, 117, 78, 24, [79, 46, [73, [74, [75, [80].

We use a graph-theoretical abstraction to model an LWSN, where the
network is modeled as a directed graph G(V, A). The set of nodes are denoted
by set V', and the set of links are denoted by set A = {(i,7) :i € V,j € V—i}.
For ease of exposition, we define another set, W, which is the set of sensor
nodes only. The set of TPLs is defined in subsection [3.3| and denoted by Sy.
The set of DPSs is denoted by Sy;.

3.5.1. Generic Optimization Model

We, first, present a generic optimization model. Later we built the opti-
mization models of the other strategies upon the generic model. As stated
in subsection [3.1] the time is organized into cyclic rounds. Therefore, NL
can be measured in terms of the number of rounds, N,,4, with the duration
Trnq- The generic optimization model aims to determine the optimal TPLs
for data/ACK packets and DPSs utilized on each link and routing paths from
sensor nodes to the base station such that the NL is maximized. Moreover,
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a7 the generic optimization model also prevents the premature death of any sen-
a8 sor nodes by enforcing all sensor nodes to exhaust their batteries nearly at
130 the same time. The objective function is to maximize NL in terms of rounds,
w0 which can be expressed as

Maximize N,,q.

aa1 Note that the objective of maximizing N, is, actually, the embodiment
w2 of a widely adopted lifetime definition in the WSN field, which is the time
w3 from the beginning until the first node dies in terms of the number of rounds.
s Indeed, NL in seconds is N,.,,q X 174, however, we do not maximize N,,q X T}nq
us  because T,,4 is a constant and its inclusion in the objective function as a
ws  multiplicative term does not affect the solution of the optimization problem
w7 at all.

a8 The constraints of the generic optimization model are given in Eqs. ((15)—
s ([20). The decision variables of the generic optimization model are listed as
w0 follows:

451 . fj’fm The amount of "-byte data packets flowing from node-i to node-
452 j transmitted at TPL-l and acknowledged at TPL-k (positive integer
453 variable).

454 e N,uqa: NL in terms of rounds (positive integer variable).

as5 o T}, The total time spent on data acquisition, transmission, and re-
456 ception during the entire NL by node-i (positive continuous variable).
457 e ¢;: The total energy consumption of node-i during the entire NL (pos-
as8 itive continuous variable).

Eq. presents the flow conservation constraint. This constraint bal-

w0 ances the incoming traffic (i.e., Y ires, 15 fi™) and outgoing traffic (i.e.,
meSpm

4

a
©

(J:1)eA
w Y oukes, N fi™) at each sensor node (ie., Vi € W) and the base station
€s
(i3)eA

w2 (i.e., 7= 1), which is denoted by node-1.

Z nm lkm Z nm lkm _ 5iNrnd; Vie W

D Jij D Jji s N W[, i =1
L,keSt, l,keSy,

meSyr meSy

(i,7)€EA (J)eA

(15)
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464

We assume that each sensor node creates the same amount of data at each
round, s; = 120 bytes, which is conveyed to the base station either directly
by the source node in its entirety and/or through the other sensor nodes
acting as relay nodes in a multi-hop fashion. The total data generated by
each sensor node-i during the entire NL is s;N,,,4 bytes. On the other hand,
the total data collected at the base station (node-1) during the entire NL is
$iNpma|W | bytes, where |W| denotes the size of the set W (i.e., the number of
sensor nodes). 0} denotes the size of the payload portion of an n-byte data
packet. In fact, we assumed that all data packets have a constant overhead
portion (i.e., accounting for header, trailer, etc.), therefore, the relationship
between the total packet size and the payload is

n"™ =np +nm, Vm € Sy. (16)

ny values are chosen as 20, 24, 32, 40, 60, and 120 bytes (e.g., 1, = 20 bytes
and n% = 120 bytes). On the other hand, the header length is ng = 8 bytes.

Throughout the operational lifetime of an LWSN, a sensor node dissipates
energy in the transmission mode, reception mode, data acquisition mode,
and sleep mode. At each round each sensor node spends Tp4 amount of
time in the data acquisition mode. Thus, during the entire NL, a sensor
node stays in the data acquisition mode for a duration of N,,.qTps. Any
node involved in a handshake stays in the reception or transmission mode
during the entire duration of the corresponding time slot. Therefore, the
total busy time of node-i, T{ . which is the total time spent on the data

busy’
acquisition (i.e., Ny,qTpa), transmission (i.e., ZlkgsL Slot)\”“m l]km), and
meSyy
(i,j)eA
reception (i.e., Y 1kes, Tip XE™ f1F™) including the effects of retransmissions
meSys
(i)eA

during the entire NL, can be expressed in Eq. as

lkm lkm lkm lkm
E slot)\ + E slot)\ Vi e W. (17)
I,keSt, L,keSt
mES]\/[ mGSM
(i,j)eA (4,1)€A

Eq. is the energy balancing constraint that provides an upper bound
on the energy dissipation of each sensor node-i by the amount of energy stored
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466

467

468

469

470

471

472

473

in its battery, e;.

lkm lkm+ lk:m lkm
thg ra;jz 7t

L,keSy, l,keSy,
meSyy mESM (18)
(i.7)eA ()eA

+ Pslp(NrndTrnd - Tbsy,i) + NrndEDA S €is VieW.

The first term in Eq. gives the total energy dissipation of node-i for

time slots, where it acts as the data transmitter (i.e., ZlkeSL B fim),

(%])eA
whereas the second term expresses the total energy dissipation of node-¢ for

time slots, where it acts as the data packet recipient (i.e., > i kes, Ei’;f’;l Jl,’fm)
Gach

The third term accounts for the energy dissipation of node-: in the sleep mode
(i-e., Pop(Npnaling — Thsyi)), where Py, denotes the power consumption in
the sleep mode. The fourth term represents the energy dissipation for the
data acquisition (i.e., N,nqEpa), where Epa represents the average energy
dissipation of each node in each round for the data acquisition.

The bandwidth usage of each node consists of the bandwidth used for the
outgoing flows and incoming flows as well as the bandwidth loss incurred by
the interfering flows. Eq. puts an upper bound on the bandwidth usage

of node-i in terms of the total capacity throughout the NL

lkm lkm m lkm glkmmm
§ : /\ij ij slot+ § : >\ ji slot

L,keSy, L,keSy,
meSyy mES]v[
(i,4)€A (Ji)eA (19>
lk:m lkm i
+ Z >\ Ijnlk slot < NrndTrndv VieV.
l,keSL
mESM
(4m)eA

where I, is the interference matrix [84]. The first and the second terms in

Eq. 1I (ie. ZlkeSL A flimne and Y i kes;, AE™ T, ) accounts for
(i5)eh Gieh

time slots where node-i is the data transmitter and data receiver, respectively.

The third term represents the time slots, which prevents node-i from trans-

mitting /receiving due to the interference to/from other transmitter/receiver

pairs’ traffic (i.e., Y 1kes, A" fin™ L Tipy). NL (ins) is given by NypaTrna,

meSyy
(4m)€A
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which upper bounds the total time that can be utilized by any node through-
out the operational lifetime of an LWSN. The interference matrix is obtained
as follows

; _{ 1, if P > P, or P™* > P,

! — re,ji rT,ng 20
Jnlk 07 0.W. ( )

where P, denotes a threshold determined by considering the sensitivity level
of the transceiver. In fact, If,, = 1 if node-j’s data transmission to node-n
at TPL-[ and/or node-n’s ACK transmission to node-j at TPL-k results in a
received power level equals to or greater than P, at node-i. In other words,
if node-j’s and node-n’s data and ACK transmissions to each other at TPL-[
and TPL-k, respectively, create enough interference for node-i, then node-
1 cannot transmit and receive any packets during the associated time slot,
which effectively is counted as a portion of node-i’s utilized capacity.

Eq. , guarantees that there is no congestion in the network (i.e., all
the data generated at the sensor nodes reach the base station). If Eq.
cannot be satisfied then the optimization problem has no feasible solution.
We choose the relevant parameters carefully (e.g., Trng, 17, and () so that
congestion never occurs.

We obtain Eq. by dividing both sides of the inequality in Eq. by
Nrnd

)\lkm lkm m
slot slot

l ,keST l NASYS
mES]w mESM
(iJ)EA (4;i)eA (21>
Nl pllm i < Tynas Vi €V,
j?’L jnlk slat rnd, V7

Nrna LkeSy,

mES]y[

(Jm)eA

which can be satisfied if the network capacity is high enough to transport all
data generated at the sensor nodes to the BS at each round, on the average.
Therefore, the average delay for data packets is upper bounded by T4 (20 s).

Dropped data packets due to bit errors are retransmitted until the suc-
cessful transmission is achieved as stated in Eq. [II} Therefore, no packets
are lost. Hence, the average aggregate end-to-end throughput per round is
|W| x s; bytes.
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3.5.2. Network-level TPL and DPS optimization (NetPS) Strategy

The NetPS strategy is designed to assign a single set of data packet TPL
(1), ACK TPL (k), and DPS (n™) in all links in the network (i.e., all nodes use
the same DPS and the same data packet/ACK TPLs). Although an arbitrary
set can be chosen, we opt to select the optimal set that maximizes the NL.
The objective function of the NetPS optimization model is the same as the
generic model, i.e., Maximize N,,q, and all the constraints of the generic
model are in effect, i.e., Egs. f. However, we need to add two more
constraints to ensure that there is only one set of (I, k,m) is used throughout
the network. For this purpose, we define binary indicator variables a;,.
Eq. states that if there is any non-zero f/¥ flow on any link for any
particular set (I, k, m), then the binary indicator variable is set to one for this
set (agm = 1). The constant M is chosen to be larger than the maximum
value of any fjkm

N7 fEm < M X g, Y1,k € Sy, ¥m € Sy (22)

ij
(i,5)€A

Eq. makes sure that a,, = 1 for only one particular set (I, k, m), which
maximizes the NL when exclusively utilized for all links in the network (i.e.,
fI™ > 0 for only the aforementioned set and f/5™ = 0 otherwise).

Z A < 1. (23)

LkeSy,
meSyy
3.5.3. Link-level TPL and DPS optimization (LnkPS) Strategy
The use of the optimal (I,k,m) set for each link leads to higher NL
when compared to the NetPS strategy. Therefore, in the LnkPS strategy the
optimal (l;;, kj;, m;;) set for each link is determined using Eq. (24), which
minimizes the energy per byte on each link.

{li, kji,m;j} = argmin

lkm lkm
<Em,ij +E
l’k’m

— ) v(i,j) € A (24)

The objective function and all the constraints of the generic optimization
are in effect for LnkPS optimization model, i.e., Eq. (15)—(20). However,
since in LnkPS, the optimal (I, k,m) set for each link is already determined
by Eq. , summations over [,k € Sp,m € Sy are not needed any more.
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Hence, all the summations are only over (i, 7) € A in LnkPS model and super-
scripts of M, flim - pikm - BlEm are dropped to become Aij, fij, Eiaij, and
E,. ji, respectively, i.e., the optimization model uses only the predetermined

optimal (1;;, kj;, m;;) set for each link.

3.5.4. Fized highest TPL and lowest DPS assignment (FizPS) Strategy
The FixPs strategy is essentially the same as the NetPS strategy, such
that a constant ([,k,m) set is used for all links throughout the network.
However, TPLs for data and ACK packets, i.e., [, k, are chosen as the high-
est level provided by the transceiver employed (TPL-8, see Table [3)), and
DPS, i.e., m, is chosen as the lowest DPS in Sy, (i.e., n' = 28 bytes). The
FixPS strategy leads to the lowest average PER possible; however, it also
wastes energy in low path-loss links by utilizing unnecessarily high TPL.
Furthermore, the overhead to payload ratio is also higher than the optimal
ratio for low path-loss links. Nevertheless, the FixPS strategy is instrumental
in analyzing the case of over-emphasizing reliability over efficiency compared
to the NetPS and LnkPS strategies. This strategy is modeled by omitting
the (I, k,m) indices from the parameters and the decision variables in the
generic optimization model. Furthermore, in the summations, (I,k € Sg)

and (m € Sy) terms are removed from Egs. (15)-(20)

3.6. Cascaded Node Failure Models

Node failures in WSNs, in general, and in LWSNs, in particular, can
be attributed to various reasons [60, 27, 56l 28] 29] 85 86, 87, 25, B35, 61
30, 62, BT, 63, 64, 65, 67, 69 68, 60, [70]. Security attacks by adversaries
are one of the factors explored in the literature. Natural hazards, equipment
failures, and software malfunctions (among others) can also lead to node fail-
ures. Nevertheless, we opt to explore the extent of NL reduction in LWSNs
by using two generic cascaded node failure/incapacitation models without
explicitly limiting the root cause to any specific factor, which facilitates a
broad perspective on the reliability analysis of LWSNs. Note that for sta-
tistical significance, ensemble averaging is performed on the results obtained
using both failure models.

Note that the NL definition we employed in our generic optimization
model is the time from the beginning until the first node dies (i.e., the node,
which dissipates the most energy determines the NL). Our target is to de-
termine the set of critical nodes, removal of which reduces the NL most. To
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achieve this target, we determine NL values in the absence of all possible sen-
sor node sets of a predetermined size. The network topology in the absence
of the most critical sensor node set results in the lowest NL. The failed nodes
in our failure models do not cease to function because they consume their
battery energies completely, instead, they are assumed to be incapacitated
because of other reasons explained in the preceding paragraph. Therefore,
we utilize the failure models to characterize the impact of the removal of a
set of nodes on the remaining nodes in terms of NL. The NL definition in
case of node failures is the time from the beginning until the first non-failed
(i.e., not removed) node dies.

3.6.1. Random Node Failure (RNF) Model

In the RNF model, sensor nodes are removed from the graph randomly.
In fact, we explore the effects of random node removal for a set of eliminated
nodes, and the total number of eliminated nodes is denoted by ~. By com-
paring the NLs obtained through the solution of the optimization problem

before and after node eliminations, the extent of the impact of node removals
on LWSNs can be determined.

3.0.2. Coordinated Node Failure (CNF) Model

Unlike the random node failures model, in the CNF model, cascaded
failures do not occur arbitrarily and/or independently from each other. In
fact, the failed nodes are selected such that the impact of the selected node-
set is the highest among all the similar size sets. Such a failure mechanism
can be the result of a targeted security attack on an LWSN to decrease the
NL as much as possible with a limited number of but optimally selected
nodes. Another equally valid interpretation of this type of failure is that the
probability of the occurrence of such a cascaded node failure is equal-likely
with the occurrence probability of any other random node failure set of the
same size. Therefore, the reduction in NL due to the failure of the selected
nodes gives the worst-case NL reduction, hence, giving an upper bound on
the extent of NL reduction.

The flowchart that outlines the operation of the coordinated node failure
model is illustrated in Fig. The input of the algorithm is the network
graph, G(V, A), and the number of nodes to be included in the failure set, .
First, a temporary graph is created by the assignment G; = G. The inner
loop runs |W| times once initiated. At each run by removing each sensor
node-i and the link set associated with it (A4;) from G another temporary

24



571

572

573

574

575

576

577

578

Start

Create the network
topology, G(V; A);
# of nodes in the failure set, ;
G = G k =1
¥

Yes LT, = LTmaz(G);
i=2 j =2
|
Gy = Gi(V \
{i}, A\ {A:});
LT, = LTmaxz(G5)

Yes j =1
LTy = LT,

t=14+1

b

[0}

k=k+1
V=V\{j}, A=A\{4}
Gl = Gl(va);

Stop

I 2
o
{b_

Figure 1: Sequential node elimination flowchart.

graph G is created, and maximum NL computation on G5 is performed
(i.e., LTmaz(G2)). Upon the termination of the inner loop the node, which
reduces the NL most when removed, is determined, and G, is updated by
removing the node and all links associated with it. The outer loop executes
the inner loop for v times, and upon the termination of the outer loop, all of
the v nodes whose removal reduces the NL most are determined.

In other words, at first, using the original network topology without node
failures, GG, we create a temporary network topology, G; = GG, and compute
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the NL as LTy = LTmax(Gy). Second, we set k = 1 to search for the first
critical node whose failure would reduce the NL the most. To detect this
node, we iterate over all the sensor nodes (i.e., i € W). In each iteration, the
sensor node-i is removed from the network (i.e., G), and corresponding links
associated with the node-i (i.e., A;) are also excluded. Hence, a new network
topology without node-i and A; is created as Gy = G1 (V' \ {i}, A\ {4;}). For
the new network topology, G5, the new NL is computed and stored as LT, =
LTmax(Gs). If the new NL is greater than the original NL (i.e., LTy > LT),
search for the potential node whose failure reduces the NL the most continues.
On the other hand, if LTy < LT}, the original NL is updated as LT} = LT,
and this potential critical node whose failure would reduce the NL the most
is marked (i.e., j = 7, node-j). Third, to find the next most critical failed
node (i.e., k = 2), G is updated by excluding the previously obtained critical
node (node-j) by setting Gy = G1(V =V \ {j}, A=A\ {A4,}). Then, the
same procedure to find the critical node whose failure would reduce the NL
the most continues until all of the v nodes whose removal reduces the NL
the most are determined.

4. Analysis

This section systematically investigates LWSN NL through solutions of
the optimization models of three TPL and DPS assignment strategies (NetPS,
LnkPS, and FixPS) for three PEs, two-node failure models, and a range of
Inter-Node Distance (IND) values. The system model is implemented using
MATLAB and GAMS (General Algebraic Modeling System) [8§]. Optimiza-
tion problems are solved using the CPLEX solver. We considered LWSN
deployments with 50 sensor nodes (|IW| = 50), which are placed equidis-
tantly (the distance between adjacent node pairs is denoted by IND), and
a single base station, which is located at one end of the linear deployment.
Each NL value presented is the mean of 100 random runs for statistical sig-
nificance. NL values (i.e., Nyug X Tynq) are presented in terms of years (yr),
and NL values lower than 0.05 yr are treated as zero. We do not present
quantitative comparisons of such data points with non-zero data points.

To assess the performances of LnkPS, NetPS, and FixPS strategies in
terms of NL in three PEs and a range of INDs, we first investigate NLs
without any node failures by using the data presented in Fig. 2l As the PE
gets harsher, the NLs of all three strategies decrease because of the higher
energy dissipation to counter the higher path-loss values. For example, NLs
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Figure 2: NL vs. Inter-Node Distance (IND) for NetPS, LnkPS, and FixPS strategies for
three propagation environments.

of LnkPS/NetPS/FixPS strategies with IND=10 m are 3.62/3.35/2.11 yr,
2.32/2.17/1.32 yr (35.80/35.24/37.30% lower than corresponding NLs in PE1),
and 1.63/1.51/0.91 yr (54.85/55.02/56.73% lower than corresponding NLs
in PE1) for PE1, PE2, and PE3, respectively. As IND increases, NLs
for all strategies decrease in all PEs because, on average, more energy is
required to transmit to farther distances. Considering the PE1, NLs of
LnkPS/NetPS/FixPS strategies are 3.62/3.35/2.11 yr and 0.54/0.49/0.32 yr
when IND is set to 10 m and 40 m, respectively. Nevertheless, when IND in-
creases from 10 m to 40 m, NLs of LnkPS/NetPS/FixPS strategies decrease
85.10/85.39/84.62%, 86.26/86.02/86.77%, and 92.90/93.02/90.14%, for PE1,
PE2, and PE3, respectively.

LnkPS NL values are slightly higher than NetPS NL values for all the
data points because LnkPS optimizes TPL and DPS for each link, yet, NetPS
utilizes a single TPL and DPS set for the whole network, which results in
lower or higher than the optimal TPL and/or DPS values for some links. For
instance, when IND=40 m, NLs of LnkPS and NetPS are 0.54/0.32/0.12 yr
and 0.49/0.30/0.11 yr for PE1, PE2, and PE3, respectively. Nevertheless,
due to the equidistant LWSN deployment, LnkPS and NetPS NLs are, fairly,
close. The differences between LnkPS and NetPS NLs are within (5.39%—
9.28%), (2.79%-10.42%), and (5.20%-10.32%) bands for PE1, PE2, and PE3,
respectively.

NL values of both LnkPS and NetPS are significantly higher than FixPS
NL values throughout the explored parameter space because of the topology
insensitive TPL and DPS assignment in FixPS, which leads to significant
energy waste. FixPs NLs are in the intervals of 0.32-2.11, 0.18-1.32, and
0.09-0.91 for PE1, PE2, and PE3, respectively. The differences between
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Figure 3: NL vs. v with RNF model for NetPS, LnkPS, and FixPS strategies for three
propagation environments and INDs.

LnkPS and FixPS NL are within (39.89%-42.19%), (40.00%-45.14%), and
(22.41%-46.18%) bands for PE1, PE2, and PE3, respectively.

The impact of node failures according to the RNF model is evaluated
by using the data presented in Fig. 3| for three PEs, four INDs, and three
strategies (LnkPS, NetPS, and FixPS) in terms of NL through varying the
number of failed nodes () from 0 to 5 (i.e., 10% of the total number of sensor
nodes in the network, |W|). For all strategies, INDs, and PEs, NL decreases
as 7y increases, on average, because once a sensor node is incapacitated, the
burden of relaying increases for the remaining sensor nodes. Indeed, failures
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Figure 4: NL vs. v with CNF model for NetPS, LnkPS, and FixPS strategies for three
propagation environments and INDs.

of some of the sensor nodes destroy some energy-efficient routing paths, where
the failed nodes act as relays.

Throughout the parameter space explored in Fig. NL of LnkPS is
higher than those of both NetPS and FixPS. It is also true that NL of NetPS
is always higher than or equal to that of FixPS. For example, for v > 1, the
difference between the NL of LnkPS and NetPS is in the range of (2.93%—
32.09%), whereas the difference between the NL of LnkPS and FixPS is in
the range of (21.70%-43.95%).

The decrease in NL as a function of 7 is relatively lower for lower INDs.
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For example, for PE1, IND=10 m, and v = 5, NLs of LnkPS, NetPS, and
FixPS decrease to 3.54 yr (2.13% decrease from NL at v = 0), 3.14 yr (6.31%),
and 2.08 yr (1.23%), respectively. However, as IND increases and PE gets
harsher, the decrease in NL increases. For example, for PE2, IND=20 m, and
v =5, NLs of LnkPS, NetPS, and FixPS decrease to 0.78 yr (12.83% decrease
from NL at v = 0), 0.68 yr (21.93%), and 0.46 yr (11.18%), respectively. In
extreme cases, the decrease in NL is sharp to the point that NL approaches
zero. For example, for PE3, IND=40 m, and v > 1, NLs of LnkPS, NetPS,
and FixPS can all be considered as zero because, in such conditions, even
the removal of a single node can significantly inflate the energy cost of data
transfer and nodes dissipate their limited battery energies rapidly and highly
inefficiently.

To investigate the extent of the impact of node failures determined by
the CNF model, we explore the data presented in Fig. [l In general, nodes
closer to the base station are selected by the CNF model, which, typically,
deteriorates NL more than other possible sets of failed sensor nodes. In fact,
the effects of node failures, in this case, are more severe than the case with
the RNF model. Even with the mildest PE and the lowest IND, NLs of all
strategies suffer very high losses. For example, for PE1, IND=10 m, and v =
5, NLs of LnkPS, NetPS, and FixPS reduce to to 2.08 yr (42.38% decrease
from NL at v = 0), 1.78 yr (46.86%), and 1.29 yr (38.86%), respectively. Note
that for PE1, IND=10 m, and v = 5, NLs of LnkPS with the RNF and CNF
models are 3.54 yr and 2.08 yr, respectively, which reveals that coordinated
failures decrease NL 40% more than random failures for this scenario. In
fact, IND=10 m is the only IND for which all strategies in all environments
and v values can give non-zero NLs.

For all INDs larger than 10 m, at least, for some PEs, strategies, or vy
values, zero NLs are obtained. For PE2 and IND>30 m, non-zero NLs can be
obtained only for v <1 for all strategies. Furthermore, none of the strategies
can give a non-zero NL for PE3, IND>10 m, and v > 1. Therefore, all the
analyses show that the extent of the impact of the CNF model on NL is much
more severe than the impact of the RNF model. Nevertheless, NLs obtained
with LnkPS are much higher than those of NetPS and FixPS strategies. In
fact, for v > 1, the differences of NLs of LnkPS and NetPS are in the ranges of
(8.14%-29.58%), (4.21%-33.55%), and (8.06%-31.28%), for PE1, PE2, and
PE3, respectively, whereas, the differences of NLs of LnkPS and FixPS are
in the ranges of (19.08%—-41.08%), (35.88%-42.41%), and (27.67%—42.81%),
for PE1, PE2, and PE3, respectively.
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67 H. Conclusion

698 The main conclusions of this study are enumerated as follows:

690 1. Without considering node failures, the LnkPS strategy, which optimizes
700 TPL and DPS for each link, results in higher NL than the NetPS
701 strategy, which utilizes a single set of TPLs (for data and ACK packets)
702 and a single DPS for all the links in the network (i.e., LnkPS NL
703 is, on the average, 7.30% higher than NetPS NL and the maximum
704 difference is 10.42%). Furthermore, NLs of both LnkPS and NetPS
70 strategies are significantly higher than the NL of the FixPs strategy,
706 which utilizes the highest TPL and lowest DPS on all links (i.e., LnkPS
707 and NetPS NLs are, on the average, 41.36% and 36.68% higher than
708 NetPS NL, respectively, and the maximum differences are 46.18% and
700 43.23%, respectively).

710 2. For random node failures case, as long as INDs are lower, and PEs are
711 milder, even if 10% of the nodes fail, the decrease in NL is rather limited
712 for all strategies (e.g., for IND=10 m, PE1, and v = 5, the decrease
713 in NLs for LnkPS, NetPS, and FixPs strategies are 2.13%, 6.31%, and
714 1.23%, respectively). However, for higher INDs and harsher PEs, NLs
715 for all strategies decrease drastically as the number of failed nodes
716 increases (e.g., NLs for all strategies approach zero for v > 1, PE3, and
717 IND=40 m). Nevertheless, the LnkPS strategy performs better than
718 NetPS and FixPs strategies in terms of NL under random node failure
719 scenario (i.e., NL of LnkPS is 11.28% and 37.32% higher than NetPS
720 and FixPS§S strategies, respectively, on the average).

721 3. For all strategies, inter-node distances, and propagation environments,
722 the impact of coordinated node failures on NL is more severe than the
723 impact of random failures. In fact, only for the lowest IND non-zero
724 NLs can be obtained for all strategies and in all PEs. Furthermore, the
725 decrease in NLs due to node failures is high (e.g., for IND=10 m and
726 v = 5, decreases in NLs of the LnkPS strategy are 42.38%, 65.72%,
727 90.26%, for PE1, PE2, and PE3, respectively). Moreover, more than
728 half of the scenarios we generated can be considered to give zero NL
720 effectively (i.e., 91 of 180 coordinated node failure scenarios with v >
730 1). Even under such challenging conditions performance of the LnkPS
731 strategy in terms of NL is still higher than both NetPS and FixPS
732 strategies (i.e., on average, LnkPS NL is 15.00% and 38.08% higher
733 than NetPS and FixPS NLs, respectively).
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4. Our results strongly suggest that under all propagation environments,

inter-node distances, and a number of failed nodes, to get the best NL
for LWSN deployments, it is imperative to optimize TPL and DPS for
each link (e.g., LnkPS) rather than utilizing a constant TPL and DPS
for all links in the network (e.g., NetPS and FixPS).

It is necessary to deploy LWSNSs to facilitate strong connectivity (i.e.,
all nodes must have a sufficient number of directly reachable neigh-
bors) to increase the resilience and reliability of the network. Such an
approach, inevitably, inflates the cost of LWSN deployment (i.e., the
number of sensor nodes to be deployed increases when compared to the
minimum number of nodes to establish connectivity without consid-
ering node failures), yet, loss of network connectivity is a risk, which
should be avoided, especially, for specific LWSN application scenarios
(e.g., critical infrastructure monitoring).
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