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Abstract—Underwater wireless sensor networks (UWSNSs) are,
typically, comprised of sparsely deployed sensor nodes in hostile
areas. Security of data flows among nodes are established by
encryption of data packets, however, due to the limited memory
of the sensor nodes, only a subset of keys distributed to the whole
network exists at each node, therefore, only a subset of available
physical links can be used for secure communications. Indeed,
two neighbor sensor nodes can establish secure connectivity only
if they share a common key, therefore, the existence of a physical
link between a node pair is not sufficient to establish direct
secure communications if they do not share a common key.
Incomplete secure connectivity makes UWSNs more vulnerable
to critical node failures because of the reduction in alternative
paths towards the base station. In fact, it is possible to reduce
the network lifetime of UWSNSs significantly by incapacitating
the most critical node in a given deployment topology, which
is exacerbated by incomplete secure connectivity. Such nodes,
typically, are found in close proximity to the base station. In this
study, a linear programming (LP) model is developed to explore
the effects of critical node failures on the lifetime of UWSNs with
incomplete secure connectivity. Our results reveal that critical
node incapacitation can reduce the network lifetimes by up to
47% while increasing the energy consumption overhead of the
network by up to 46%.

Index Terms—underwater wireless sensor networks, node cap-
ture attack, secure connectivity, network lifetime, optimization.

I. INTRODUCTION

Oceans covering more than 70% of the earth’s surface
contain a large amount of data about the underwater environ-
ment, which are still unexplored. Underwater wireless sensor
networks (UWSNs) are deemed as a promising technology for
Internet of Underwater Things and they can be considered as
a feasible solution to explore the undiscovered aquatic habitat
[1]. UWSNSs are generally used for military, commercial, and
scientific monitoring purposes [2]. A typical UWSN consists
of numerous sensor nodes and a sink node. Sensor nodes have
limitations on the battery energy, and they are randomly de-
ployed for generating data about the underwater environment.
The sink node, which is assumed to have no constraints on the
battery power and located on the surface of the water, collects
the data generated by the sensor nodes [3]. Recharging or
replacing the batteries of sensor nodes is impractical once they
are deployed. Thus, it is crucial to establish energy-efficiency

among the sensor nodes to elongate the operational lifespan
of the UWSNSs [4].

In UWSNSs, radio waves cannot be directly used for data
communications since these waves rapidly attenuate in un-
derwater environment. Instead, acoustic waves are considered
a feasible alternative for underwater communications [5].
However, acoustic communications have several handicaps, in-
cluding low bandwidth, high error rates, and long propagation
delay [6]. Moreover, UWSN nodes are sparsely deployed in
inaccessible and hostile areas. Due to the challenges of under-
water communications and the sparse deployment of sensor
nodes, UWSNSs are vulnerable to various security threats [7].

The underwater environment is an excellent theatre for
performing eavesdropping attacks to extract secret information
from the traffic flowing among the nodes of UWSNs [8]. As
a countermeasure for this potential security threat, which is
extremely challenging to detect due to the passive listening of
a potential eavesdropper, is to encrypt data flows among the
nodes through the use of pre-distributed encryption keys [9].
Typically, cryptographic keys are distributed to each node
randomly before the actual deployment. Each node possesses
a subset of the whole key pool because of the limited memory
space of sensor nodes and also as a precaution against node
capture attacks [10]. If each node is loaded with the whole key
pool then in the case of the capture of any of the nodes in the
UWSN security of the whole network will be compromised.
As an alternative, pairwise shared keys can be used, such that
a secure link is generated between two nodes as long as they
share a common key. In this case, if a node is captured, only
the communication between the relevant node pairs will be
compromised rather than the entire network [11].

Since each node has only a subset of the entire key pool,
some neighboring node pairs (even if they can establish a
direct communication link between them) cannot establish
secure connectivity if they do not share a common key. This
is known as incomplete secure connectivity, which reduces the
number of usable secure links in the network. In many UWSN
applications, a converge-cast (many-to-one) traffic pattern is
adopted, and energy imbalance among the nodes remains
a major problem as hot spots are created around the sink
node. Nodes in the hot spots need to convey a large amount



of network traffic hence they dissipate their battery energies
rapidly. If the network lifetime is defined as the time until
the first node dies, then the hot spot problem can result in
short network lifetimes [12]. Even worse, it is possible to
completely incapacitate the network by compromising one
or more critical nodes in the hot spot. Nevertheless, by
reducing the number of alternative routes comprised of secure
links (when compared to the number of links without any
security constraint), the burden and criticality of certain nodes
increases. Incapacitation of such nodes can potentially impact
network lifetime significantly.

The existing literature on security in UWSNSs is rich, and
new research results are being added to the literature day-
to-day. Security issues in UWSNs, common threat types and
countermeasures against the malicious attacks are surveyed in
[5], [6], [8], [13]. Most research on node capture attacks has
been carried out for terrestrial WSNs instead of UWSNs. Some
important studies on the node capture attacks in terrestrial
WSNs are summarized as follows. In [14], several security
schemes for node capture attacks are discussed. In [15], the
concept of the one-time sensor for mitigating node capture
attacks is proposed, where each node is loaded with only one
cryptographic token before deployment. In [16], an integer
programming model is presented for modeling node capture
attacks in heterogeneous WSNs. In [17], the authors develop a
computationally efficient secure localization algorithm to miti-
gate node capture attacks. In [18], an efficient and low energy
cost node matrix-based capture attack method is developed,
where a matrix is used to determine the compromise between
the nodes and paths. In [19], a protocol is proposed that uses
hash-based keys and pseudo-random functions for detecting
the node capture attacks.

There is a growing body of literature that is concerned
with key distribution schemes for both terrestrial WSNs and
UWSNSs. In [20], a probabilistic key distribution method is
proposed where each sensor node randomly picks a set of
keys from a key pool before the deployment. In [9], a key
distribution scheme for peer-to-peer communication is devel-
oped for mobile UWSNS. In [21], a security framework called
SecFUN (i.e., Security Framework for Underwater acoustic
sensor Networks) for UWSNSs is introduced, where each sensor
node shares the same group key and a unique secret key
with the sink node. Luo et al. [22] discuss received-signal-
strength-based key generation approaches in UWSNSs. In [23],
a hexagon-based key distribution mechanism for acoustic
sensor networks is proposed. In [24], chaotic maps remote
user authentication and a key agreement scheme are developed
for UWSNSs, which can boycott the node capture attacks. In
[25], quantum and symmetric cryptography are jointly used to
improve communication security in UWSNSs.

In our earlier works, [26] and [27], we separately analyzed
the effects of failure of critical nodes and incomplete secure
connectivity problems on the lifetime of terrestrial WSNs,
respectively. However, the joint impact of critical node failures
and incomplete secure connectivity issues on the network

lifetime remains unclear in UWSNSs literature. In this paper,
we consider UWSNs with incomplete secure connectivity,
where some links are secured by adopting the probabilistic
key pre-distribution scheme as in [20]. We develop a linear
programming (LP) model that finds optimal secured routes
from the source nodes to the sink node to maximize the
UWSNs lifetime. Furthermore, the LP framework is used
to identify the critical nodes that would reduce the network
lifetime most.

II. SYSTEM MODEL
A. Network Architecture

The network architecture is composed of |W| static sensor
nodes and a single sink node (node-1), where we define W to
be the set of all sensor nodes in the UWSN. Thus, we describe
the network topology with the directed graph G = (V, A),
where ¥V = WU{1} and A are the sets of all nodes (including
the sink node) and all links in the UWSN.

Sensor nodes are assumed to be homogeneous in terms of
battery capacity, where the initial battery of each sensor node
is defined as ep,. Moreover, sensor nodes have a maximum
transmission range dp.x, and nodes can adjust their transmis-
sion power in a continuous manner depending on the distance
between the source and the destination node. Sensor nodes
are uniformly distributed in a three-dimensional rectangular
volume, d, x d, x h m?, where d, is the edge length (in m)
and A is the depth of water (in m). Sensor node locations are
assumed to be static in the water. The sink node is positioned
on the surface of the water and located at one of the corners of
the network. Following the fundamental principles detailed in
[20], [27], we assume that each link is secured with probability
PBip (i.e., at least one cryptographic key is shared between two
nodes). Data generated by the sensor nodes reach the sink node
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Fig. 1: An example network architecture with |WW| = 5 sensor
nodes and a sink node, where d, = h = 100 m.

either by direct transfer or through other sensors relaying data
to the sink node. We adopt the network lifetime definition
given in [12], which is the time elapsed when the first sensor
node consumes all of its battery power.

In Fig. 1, we provide an example of our network architec-
ture, which consists of |J/| = 5 sensor nodes and a sink node.
In this network architecture, links (3,5), (3,2), (2,6), (4,1), and



(6,1) are secured (illustrated with red solid double arrow),
while the other links are unsecured (pictured with black dashed
double arrow). For example, node-5 needs to use the multi-
hop path 5-3-2-6-1 to convey its data to the sink node securely.
On the other hand, node-4 can directly transmit its data to the
sink node (single hop).

B. Underwater Energy Consumption Model

We utilize the energy dissipation model detailed in [28],
[29], for calculating the transmission and reception energy
costs of one bit in the underwater environment. The acoustic
path loss between node-i and node-j is expressed as

Aldig, f) = (dij)* x a(f)r0 =, (1)

where k is the spreading factor, f is the operating frequency
(in kHz), d;; is the distance between node-i and node-j (in
m), and «(f) is the absorption coefficient. The absorption
coefficient is calculated (in dB/km) with Thorp’s formula as
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The energy required to transmit one bit of data from node-i
to node-j is defined as

Eix(dij) = A(dij, f) x P, 3)

10log;pa(f)

where P is the desired power level at the input to the receiver.
The reception energy cost per bit is constant and presented as

E.. =P T “4)
where P, depends on the underwater node platform.

C. LP Model to Maximize UWSNs Lifetime with Incomplete
Secure Connectivity

We introduce our LP model, which maximizes UWSNs
lifetime with incomplete secure connectivity, in (5).

Max. ¢ (5a)
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The objective function of the LP model is the maximization of
the network lifetime (i.e., the time elapsed until the first node

drains its battery energy). We use the free decision variable,
t, in (5a) for representing the network lifetime in terms of
seconds. In the LP model we define two continuous decision
variables, where g;; and ¢; are the number of bits flowing
from node-¢ to node-j and the energy consumed by node-i
through the network lifetime, respectively. The constraints of
the LP model are given in (5b)—(5h). Const. (5b) provides the
flow conservation at each sensor node-i (Vi € V) and the
sink node (¢ = 1). In this constraint, the parameter s; shows
the data generation rate at each sensor node (in terms of bits
per second). Const. (5c) ensures that the network traffic is
always non-negative. Furthermore, this constraint eliminates
possible loops at each source node-i, such that the generated
flows cannot be terminated at source nodes. Const. (5d) forces
the sink node to collect data from source nodes rather than
generating data. Const. (5e) imposes the maximum commu-
nication range constraint for each transmitting node. Const.
(5f) calculates the total energy dissipated for transmission
(ie., Zjev Ey,(d;j) X gi;) and reception (i.e., E,, ZjeW gji)
by each sensor node-i through the network lifetime (i.e., ;).
Note that E,(d;;) and E,, are the transmission and reception
energy costs per bit, which have been already derived in Egs.
(3) and (4), respectively. Const. (5g) limits the total energy
consumption of a sensor node to the initial battery energy
(epbat)- Finally, Const. (5h) allows data to be flowed over a
secured link. In this constraint, §;; is assumed to be a uniform
random variable in (0,1). If node-i and node-; share a common
key (when f;; < Fip), the data flow is allowed over this
secured acoustic channel. We assume that links are symmetric
hence, 3;; = [3;;. In summary, the LP framework finds the best
secure routes between each source node and the sink node
to maximize the network lifetime. In fact, flows within the
network are optimized to avoid the premature energy depletion
of any sensor node.

D. Node Incapacitation Model

We assume that the cause of node incapacitation is node
capture attacks. However, we assume that captured nodes are
physically destroyed and their keys are not compromised.
The node capture attack model is presented in Algorithm
1. Our attack model identifies the sensor nodes that should
be removed from the network topology for yielding the
shortest lifetimes. We start by randomly generating a network
topology and define N¢ to show the number of nodes to be
compromised. Then, a single sensor node from the network
is removed sequentially (lines 2-4). The excluded node is
represented as v;, where it can be considered as the first
potential captured node. The LP model in (5) is solved when v;
is removed from the network, and the corresponding network
lifetime is recorded as ¢; (line 5). Note that ¢; is the network
lifetime obtained when node-i is seized. In each step, we
only remove one sensor node and calculate ¢; value (line 6).
After all t; values are obtained, we find the value of i for
which t; is the minimum (line 8). The lowest lifetime value
is included in the set, 7, which is the final lifetime when
the first critical node is compromised (line 9). Furthermore,



Algorithm 1 Node Capture Attack Model

Input: G = (V, A): the network topology, N¢: the number
of captured critical nodes.
Output: C: set of the most critical captured nodes, 7 set of
the network lifetimes when nodes in C are captured.
1: Define C = {Cx}rS, =0 and T = {T} 1S, = 0;
2: for k=1 to N do
3 for i =2to |V| do
Remove node-i (i.e., v;) from the network;
Solve the LP model in (5) without v;;
Record the network lifetime as t; (i.e., t; < t);
end for
Find the value of 7 for which ¢; is the minimum:;
Store the minimum ¢; value in the set 7y,
10: Store the most critical captured node-: in the set Cy,
C + vj;, j = argmin{t; };

D A A

11: Update the network topology by removing the most
critical captured node,
G+ G\ C;
12: end for
N¢ Nco
13: Result: C= |J Cpand T = U Tx
k=1 k=1

the critical node, v;, yielding the minimum ¢; is included
in the set of captured nodes, C; (line 10). After finding the
first critical node, this node is completely separated from the
network, and the network topology is updated (line 11). The
remaining N¢o — 1 critical nodes are obtained by following
the procedure as described above. Finally, the sets of the most
critical captured nodes (C) and the network lifetimes when a
total of N¢ nodes are compromised (7) are returned (line 13).

III. PERFORMANCE EVALUATION

In this section, we provide the results of our numerical
analysis for investigating the effects of node incapacitation
occurrences on lifetime of UWSNs with incomplete secure
connectivity. The LP model described in (5) and the node
capture attack model stated in Algorithm 1 are developed in
GAMS (https://www.gams.com/) and solved using the CPLEX
solver. We randomly generate 50 network topologies, and each
result displayed in Figs. 2—4 is averaged over fifty random
network topologies. For solving the LP framework and the
node capture attack model, we utilize the parameters given in
Table 1.

We provide the drop in UWSN lifetimes when the network
is under node capture attacks as a function of key sharing
probability (Hp) for three network edge sizes, d. = 500 m,
1000 m, and 1500 m in Figs. 2a, 2b, and 2c, respectively.
In other words, in this figure, we reveal how much the
network lifetime (obtained in the absence of node capture
attacks) decreases when critical nodes are compromised. In
each subplot, we display three curves that show the number

TABLE I: Analysis parameters.

[ Param. [ Description [ Value |
dmax Max. commun. range (m) 1000 [30]
de Edge size of the network (m) | {500, 1000, 1500}
Ebat Battery energy (KJ) 10
f Operating frequency (kHz) 10
h Depth of the network (m) 500
k Spreading factor 1.5 [30]
N¢ Number of captured nodes {0, 1, 2 ,3} [26]
Pksp Key sharing probability EL'ZOHZS, 05, 075, 1}
W) Number of sensor nodes 50 [26]
Desired power at the input to 7
Po the receiver (J/bit) 1107 [30]
Py Reception constant (J/bit) 0.2 x 107 [30]
S; Data generation rate (bps) 1 [27]

of nodes that are captured (/N¢o) and we calculate the percent
decrement in network lifetimes for the three N values when
Pip is constant. The drop in network lifetimes is the lowest
when Fyg, = 0.25 and the highest when B, = 1. Our results
show that node capture attacks reduce the network lifetimes
by 12% at least (when Nc = 1 and F, = 0.25 in Fig.
2a) and 47% at most (when N¢c = 3 and F, = 1 in Fig.
2c¢). The percent decrement in network lifetimes raises as Fxgp
increases for a fixed N¢. For example, in Fig. 2c when N¢ =
3, percent decrement in network lifetimes grows from 41% to
47% as Py is raised from 0.25 to 1. The reason behind this
trend is that when the connectivity of the network increases as
Pp grows, the number of nodes that are included in the hot
spot of the network also increases. Hence, capturing one or
more nodes in the hot spot would have a devastating impact
on the network lifetime. Similarly, as N rises for a constant
PBip, the percent decrement in network lifetimes grows since
eliminating more critical nodes imposes a considerably high
energy burden on the remaining nodes. For instance, in Fig.
2a when P, = 0.25, the drop in network lifetimes increases
from 12% to 26% as N¢ is elevated from 1 to 3. Finally,
the sparseness of the network significantly rises the percent
decrement in network lifetimes.

Figs. 3a, 3b, and 3c show the percent increments in the
average energy consumption overhead, when the network is
under node capture attacks, with respect to Fy, for d. = 500
m, 1000 m, and 1500 m, respectively. The average energy
consumption overhead (i.e., €) is defined as the average energy
consumed per node per unit time, which is calculated as

~ DiewEi
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For each P, value, the percent rise in ¢ for the three N¢
values are calculated according to the £ values obtained in
the absence of node capture attacks. The results show that the
minimum and the maximum percent increments in average
energy consumption overhead are obtained as 11% (in Fig. 3a
for No = 1 and Ry = 0.25) and 46% (in Fig. 3¢ for N¢ = 3
and Py, = 1), respectively. The average energy consumption
overhead increases as s, grows when N is kept constant.
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Fig. 4: Avg. normalized distance of the captured nodes to the sink node (d;) wrt. Py, for three N¢ and d, values.

For example, when N¢ = 3 and d. = 1500 m, the percent
increments in £ are calculated as 33%, 41%, 44%, and 46%
for B, = 0.25, 0.50, 0.75, and 1, respectively. Similarly, as
Ng rises for a fixed Py, value, the percent increment in &
also grows. For instance, as N¢ is elevated from 1 to 3 when
de = 500 m and P, = 0.25, the increment in € changes from
11% to 25%.

We present the average normalized distances of the captured
nodes to the sink node for the chosen F, values when
de = 500 m, 1000 m, and 1500 m in Figs. 4a, 4b, and 4c,
respectively. The average normalized distance is denoted by

(Zs and calculated according to the following formula

C’l\; _ LZ dkl — mlnlew{dﬂ} )
N¢ — max;ew{di1 } — min;ew{di1}

(7

In this formula, min;eyw{d;1} and max;cyy{d;1} are the
distances between the sink node and the sensor node closest
and farthest to the sink node, respectively. dj; is the distance
between the sink node and the captured node-k. By averaging
over all captured nodes, given in set C, _we calculate the
normalized distances. In summary, when ds; = 0, the node



closest to the sink node is captured. On the other hand, when
ds = 1, the farthest node to the sink node is compromised.

In each subfigure of Fig. 4, three N curves are presented
as d. is fixed. Our results reveal that normalized distances
are observed as 0.18, 0.15, and 0.11 at most for d. = 500
m, 1000 m, and 1500 m, respectively, when Py, = 0.25.
As P increases, normalized distances reduce since nodes
closest to the sink node have high chances of becoming critical
nodes for node capture aitacks. Moreover, Fsp, > 0.75 has an
insignificant impact on d, values of the compromised nodes.
Regardless of the network sparseness, d, = 0 for F, > 0.75
and No = 1, which means that nodes closest to the sink
node are always captured. Normalized distances increase as
N¢ grows since more nodes close to the sink node are needed
to be captured for yielding the shortest network lifetime. Note
that increasing the sparsity of the network helps d; values to
be reduced.

IV. CONCLUSION

In this study, we investigate the impact of node incapac-
itation on the lifetime of UWSNs with incomplete secure
connectivity. We utilized an LP model that determines secure
routing paths from source nodes to the sink node to maximize
the network lifetime, which is also the basis of our node
capture attack algorithm for detecting the critical nodes re-
ducing network lifetime the most. We solve the LP framework
to optimality and operate the node capture attack model for
various network configuration parameters such as network
sparsity, key sharing probability, number of captured nodes,
etc. The results show that node capture attacks can reduce the
network lifetimes by 12% at least (for dense networks) and
47% at most (for sparse networks). Furthermore, node capture
attacks raise the energy consumption overhead of the network
between 11% and 46%. Nodes in 18% proximity to the sink
node are typically the most vulnerable targets, which reduce
the network lifetime most when incapacitated.
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